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TCP/IP developed in the 1970s
by Vinton Cerf and Bob Kahn &
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Mailbox is ’'svarrsmail-sroot’ with 2 messages [ELM 2.5 PL61]

1 Sep 17 Patrick J. Volkerd (174) UWelcome to Linux (5lackware 9.1)1

(45) Register with the Linux counter pr

You can use any of the following commands by pressing the first character:

dlelete or ulndelete mail, mlail a message, rleply or florward mail, qluit

To read a message, press <return>. Jj = move down, k = move up, 7 = help

omnmand :




Eile

NCSA Mosaic Home Page - NCSA Mosaic
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X‘Wlndow System Mn:tosott ‘Wxndows > l'vhcuttosh

Welcome to NCSA Mosaic, an Internet information browser and World Wide Web client.
NCSA Mosaic was developed at the National Center for Superc

computine Applications at the

University of Illinois in Urbana-Champaign. NCSA Mosaic software 1s copyrighted by The
Board of Trustees of the Unuiversity of Illinois (UI), and ownership remains with the UL
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4x Netzcape - [Version 2.01]
File Edit “iew Go Bookmarkz Options  Directory Window  Help

e (=1 3.3
i W P = Egt
Horne Feload CIpeh Prink Find
Lacation: |al:u:uut: j

Wihat's el | What's Cooll | H andbioal: | MHet Search | NetDirectn:ur_l,I| Saftware |

Netscape Navigator ‘™

Version 2.01
Copyright © 1594-1995 Netscape Communications Corporation, All nghts reserved.

Thiz softurare 1z subject to the icense agreement set forth in the license. Pleage read and agree to all
terms before using this software.

Eepoit any problems theough the feedback page.

Wetscape Commutdcations, Metscape, Hetscape Mavigator and the Hetscape Coturardeations logo are
tradematks of Hetscape Comgrarications Corporation.

Containg JavaT™ software developed by Sun Microsystems, Inc.
Copyright B 1992-1995 Hun Microsystems, [ne. All Fights Reserved.
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Members Login =

ASH LEY
MADIS#N"

Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select s

See Your Matches »

Qver anonymous members!

ek ok As seen on: BBC News, Ashley Madison is the L
100% Reuters, The Sun, The world’s leading married pusior -
Like-minded Telegraph, The Times dating service for o Security ; ” Secure

People discreet encounters | W ] Stte

SSL

Making Virgir Register on Ashley Madison Affiliate Program  Press  FAQ G i | vs ‘1‘; | GINIA

Follow Ashley Madison o BER RANGE









The Cost of Cybercrime

Cybercrime Damages* Ransomware Costs**

$9 Trillion in 2024
Could be $16 Trillion by 2029

$1.25 Billion in 2023

Cybercrime Statistics***

A Half of all Americans had an account breached in 2021
A Data breaches cost US companies an average of $4.35M in 2023
A Romance scams cost Americans $956M in 2021

OEstimated cost of -ZYDRa,c ri8ipesdinwwsittigiadomni/faeeast®? ?80809/cost -cybercrime-worldwide
** Chainalysis https://www.chainalysis.com/blog/crypto -crime-ransomware-victim-extortion -2025/
0The Latest 2025 Chtthsd/aag @.comihe -la@dt-ayber-simnea-stasiics/ A A G,
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https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide
https://www.chainalysis.com/blog/crypto-crime-ransomware-victim-extortion-2025/
https://aag-it.com/the-latest-cyber-crime-statistics/
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Case Studies
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Making Virginia a National Resource for Cybersecurity Education




Q: What do

these people _
have in common?g 3

= S A: They reused
~their passwords!

i
{
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24 Most Common Passwords of 2024

1. 123456 13. welcome
2. password 14. monkey
3. 12345 15. login

4. 12345678 16. qwerty123
5. Qwerty 17. dragon

6. 123456789 18. master

/. 1234 19. sunshine
8. 111111 20. ashley

9. 1234567 21. bailey
10. abc123 22. passwOrd
11. iloveyou 23. shadow

12. admin 24. 123123
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Making Virginia a National Resource for Cybersecurity Education



https://haveibeenpwned.com/ FNGGG_GG_G_G_—_

'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

312 5,421,711,825 86,251,942

pwned websites pwned accounts paste accounts

Making Virginia a National Resource




Use good passwords!

What is good?

ALonger is better! Use a passphrase

abirdinthehandisworthtwointhebush

Alf shorter, add special characters and

numbers
A& - « Z0©

A& - «Z°
AHokies2025!
AB@ndit

A$ J «Z©°
down!

A” X T NO©O

-« J

A” X °3XT N°J

3 Xa Xa MXB

le

Division of Information
Technology / IT Security Office

Hokie™ Confidential

Password Safe

any - passphrase > passwords
characters
- longer is stronger

- use four or more words

- create a unique password
uppercase for every account

+ lowercase
+ a number - consider using a

assword manager
or symbol P anag

- see www.itvt.edu/accounts
for details
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Password Manager

AlLastPass

A Cloud-based password storage
A Multi -platform
A Free for one platform - $36/year for premium account

LastPass.-|
The Last Password You'll Ever Need.

1Passw A KeyPass

A1Password ®rd A File-based password storage
A Similar features as LastPass A Windows/Mac/Linux
A $35.88/year keepass A Free (Open Source)

A Dashlane

d h \ A Similar features as others
as a ne A Free for up to 50 passwords - $59.99 - $119.88/year for premium

A Highest tier includes identity theft insurance
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ONLINE SAFETY BASICS

Stay safe online with our simple top ten tips!

www.staysafeonline.org


http://www.staysafeonline.org/

"’c k NATIONAL
/= CYBERSECURITY RESOURCES INITIATIVES ABOUTUS Q
=55  ALLIANCE . . .

JUN 20, 2024 | 7 MIN READ pam

=% MNATIDNAL

2 CYBERSECURITY RESOURCES INITIATIVES ABOUTUS Q
% ol - - -

= ALLIANCE

Online Safety Basics

With a little prep, you can shield your information online and secure your digital systems MAY26, 20221 MINREAD

and devices.

Manage Your Privacy Settings

Direct links to manage your privacy settings on popular platforms and apps.

www.staysafeonline.org


http://www.staysafeonline.org/

Multi -factor Authentication

A>X2 A 3smZJIJN° z37Z ©°- zJ «

accounts ]
A; J° " C-3tZJN° -2%
: AExamples 2 factors

& DUO MOBILE A Text Message

Login request APhone Ca”

Login rec?uest: VT Login AAUthentlcatOr app

Service | AUsually found in account security settings

AC” X zZ-3 7z 2°.3073«%7 JNN
A Password manager
A Email accounts
A Bank/financial
A Anywhere you have a site saving credit card data
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From: |T-DeskFtY ZKiX|BordaCita42t8FZDo9ijHUb <noreply@bebasgatal.site>

Sent: Thursday,

To: Rt

May 9, 2024 3:46 PM
sErevrrid @vt. edu>

Subject: Reminder: Action Needed -CaselD:1UwY|LURLKbMBQOhTTYKLPAWFFOfQpFW

<~ Reply

~ Forward

Password System Reminder

The Password forr iiinunid@vt.edu is set to expire Today, 9 of May 2024

Continue using same password by clicking the button below to avoid login interruption.

Keep Same Login Access

CONFIDENTIAL COMMUNICATION This transmission is intended only for the individual or entity
to which it is addressed and contains information that is confidential. If you have received this
communication in error, please delete the email and contact the sender immediately. This
information may have been disclosed to you from confidential records and may be protected by
federal and state law. This information may include confidential mental health, substance abuse,
alcohol abuse and/or HIV-related information. Federal and state law prohibits you from making
any further disclosure of this information without the specific written consent of the person to
whom it pertains, or as otherwise permitted by law. Any unauthorized further disclosure in
violation of the law may result in a fine or jail sentence or both. A general authorization for the
release of this information may not be sufficient authorization for further disclosure

— - Al — |



Timothy Sands

EXTREMELY IMPORTANT <carlsonbzcoop@gmail.com=

To: Jussss, Lana

Lana

It is very important, please reconfirm your cell#.

Thanks.






