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Practical Cybersecurity



Disclaimers

• These are my thoughts and opinions – 
    not those of my employers

• Everything I say will be factual* – don’t shoot the 
messenger!

• I’m a computer guy - I’m not giving investment advice! 

*Barring any honest mistakes!













Making Virginia a National Resource for Cybersecurity Education





Making Virginia a National Resource for Cybersecurity Education





Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



Making Virginia a National Resource for Cybersecurity Education



The Cost of Cybercrime

Cybercrime Damages*

$9 Trillion in 2024

Could be $16 Trillion by 2029

Ransomware Costs**

$1.25 Billion in 2023

*  “Estimated cost of cybercrime worldwide 2018-2029”, Statista, https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide 

 ** Chainalysis, https://www.chainalysis.com/blog/crypto-crime-ransomware-victim-extortion-2025/  

*** “The Latest 2025 Cyber Crime Statistics”, AAG, https://aag-it.com/the-latest-cyber-crime-statistics/ 

Cybercrime Statistics***

• Half of all Americans had an account breached in 2021

• Data breaches cost US companies an average of $4.35M in 2023

• Romance scams cost Americans $956M in 2021

https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide
https://www.chainalysis.com/blog/crypto-crime-ransomware-victim-extortion-2025/
https://aag-it.com/the-latest-cyber-crime-statistics/
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Case Studies
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Q: What do 
these people 
have in common?
A: They reused 
their passwords!



Making Virginia a National Resource for Cybersecurity Education

24 Most Common Passwords of 2024
1. 123456
2. password
3. 12345
4. 12345678
5. Qwerty
6. 123456789
7. 1234
8. 111111
9. 1234567
10. abc123
11. iloveyou
12. admin

13. welcome
14. monkey
15. login
16. qwerty123
17. dragon
18. master
19. sunshine
20. ashley
21. bailey
22. passw0rd
23. shadow
24. 123123
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https://haveibeenpwned.com/



What is good? 
• Longer is better! Use a passphrase

abirdinthehandisworthtwointhebush
• If shorter, add special characters and 

numbers
• Don’t use dictionary words alone
• Don’t use predictable passwords

• Hokies2025!
• B@ndit

• Can’t remember them? Write them 
down!

Use good passwords!
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Password Manager
• LastPass

• Cloud-based password storage
• Multi-platform
• Free for one platform - $36/year for premium account

• Dashlane
• Similar features as others
• Free for up to 50 passwords - $59.99 - $119.88/year for premium 
• Highest tier includes identity theft insurance

• 1Password
• Similar features as LastPass
• $35.88/year

• KeyPass
• File-based password storage
• Windows/Mac/Linux
• Free (Open Source)
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Dog’s name: Nitro

Best friend growing up: Laura Simpson

Birthday: August 15, 1990

Q: What 

About 

These?



www.staysafeonline.org 

http://www.staysafeonline.org/


www.staysafeonline.org 

http://www.staysafeonline.org/
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Multi-factor Authentication
• Requires a “2nd factor” to gain access to 

accounts
• Password is “1st factor”

• Examples 2nd factors
• Text Message
• Phone call
• Authenticator app

• Usually found in account security settings
• Use for “important” accounts

• Password manager
• Email accounts
• Bank/financial
• Anywhere you have a site saving credit card data
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Q:What about him?

(John Podesta)

(Hillary Clinton’s Campaign Manager)

A: He got 

phished!
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Don’t Get Phished
• Don’t trust links in emails!
• Hover over links and look for 

legitimate domains
• Don’t open documents that you 

don’t expect

• https://phishingquiz.withgoogle.com/ 

https://phishingquiz.withgoogle.com/


Safe Browsing

• Provides warnings about sites, 
downloads, and extensions that 
have been identified as 
dangerous

• Available for almost all modern 
browsers
• Chrome
• Firefox
• Safari
• Edge

• Most let you choose between 
standard or enhanced

• Google “[browser name] safe 
browsing”
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Romance Scams

$9.9 Billion in 2024
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• Premiere Cryptocurrency exchange
• Handling 70% of all bitcoin transactions world-wide

• In 2014, 850,000 bitcoins went “missing”
• Would be worth $81B in Mar 2025

• Reasons for disappearance? “Theft, fraud, and mismanagement”*

* Security company WizSec 2015 investigation



Making Virginia a National Resource for Cybersecurity Education

February 

2019
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March 

2019
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Making Virginia a 
national resource for 
cybersecurity education.

CONNECT WITH US

       @VaCyberRange

virginiacyberrange.org

Questions?
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